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oo Executive Summary

DFARS 252.204-7012 requires defense contractors to implement NIST SP 800-171 across all systems that process,
store, or transmit Controlled Unclassified Information (CUI). While most organizations focus on network security and
endpoint protection, the physical security controls in the PE (Physical and Environmental Protection) family are equally
mandatory — and visitor management is where most contractors fail their first DCSA assessment.

Industry surveys and DCSA-published assessment guidance consistently flag physical-security gaps — particularly
visitor management — among the most common findings on first DCSA vulnerability assessments. Unlike technical
controls, which lend themselves to automation, visitor-management evidence usually depends on a purpose-built
system that generates auditable records at every touchpoint. Specific failure-rate statistics circulating in the market
should be sourced to a primary publication before being repeated externally.

This whitepaper provides a practical framework for building audit-ready visitor management programs that
satisfy DFARS requirements and withstand DCSA/DCMA scrutiny.

We cover the specific NIST 800-171 controls that map to visitor management, the evidence assessors expect to see,
common documentation failures that result in findings, and a 90-day implementation plan for achieving audit readiness.

02 The DFARS Mandate & What Assessors Actually Check

DFARS 252.204-7012, "Safeguarding Covered Defense Information and Cyber Incident Reporting," flows down from
the DoD to every prime contractor and subcontractor handling CUI. The clause requires implementation of the 110
security controls in NIST SP 800-171, verified through DCSA vulnerability assessments or CMMC Level 2 certification.

What DCSA Assessors Focus On

During a facility security assessment, DCSA Industrial Security Representatives (ISRs) evaluate physical security
controls not just for existence, but for evidence of consistent operation. For visitor management, they examine:

Visitor Logs:
Not just that a log exists, but that entries are complete (name, organization, date/time in and out, escort, purpose of visit)
and that no gaps or alterations exist.

Escort Documentation:
Evidence that visitors requiring escorts actually received them — assignment records, status tracking, and completion
confirmations.

Badge Management:
Issuance and return records for visitor badges, with serial number tracking and reconciliation procedures.

Screening Records:
Documentation that visitors were screened against appropriate lists before access was granted, with adjudication records
for any hits.

Access Restrictions:
Evidence that visitors were limited to authorized areas, with zone approval records for controlled spaces.

Retention Compliance:
That records are maintained for the required retention period and protected from modification or deletion.
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03 NIST 800-171 Controls That Map to Visitor Management

The Physical and Environmental Protection (PE) family in NIST 800-171 contains the controls most directly applicable
to visitor management. However, several controls from Access Control (AC) and Audit & Accountability (AU) families
also apply.

PE Family — Physical Protection

3.10.1 — Limit physical access to organizational systems to authorized individuals.
Visitor pre-registration with host authorization, badge-gated entry, zone-based access approvals with expiration tracking.

3.10.2 — Protect and monitor the physical facility and support infrastructure.
Real-time visitor dashboard showing who is on-site, where, and with whom. Automated checkout for overdue visits.

3.10.3 — Escort visitors and monitor visitor activity.
Mandatory escort assignment before check-in, status tracking (assigned/in-progress/completed), enforcement that blocks
check-in without escort.

3.10.4 — Maintain audit logs of physical access.
Immutable, append-only audit logs with database triggers preventing modification or deletion. SHA-256 checksums on
exports.

3.10.5 — Control and manage physical access devices.
Badge issuance/return tracking with serial numbers, print job audit trail, badge reconciliation reports.

3.10.6 — Enforce safeguarding measures for CUI at alternate work sites.
Multi-site security profiles (itar_controlled, dcsa_high_security) with per-site enforcement policies.

AU Family — Audit & Accountability

3.3.1 — Create and retain system audit logs to enable monitoring, analysis, investigation, and reporting.
Every visitor action logged: check-in, checkout, badge issue/return, escort assignment, screening result, access
grant/revoke. Logs include actor, timestamp, IP, status, and entity attribution.

3.3.2 — Ensure actions of individual system users can be uniquely traced.
Actor ID, name, email, and role captured on every audit entry. Support session context tracks super-admin impersonation
separately.

3.3.4 — Alert in the event of an audit logging process failure.
Failed audit writes trigger error logging with retry. Screening health endpoint monitors system-wide logging integrity.

0« The 7 Most Common DCSA Findings in Visitor Management

Based on analysis of DCSA assessment reports and consultations with Facility Security Officers across the defense
industrial base, these are the visitor management findings that most frequently result in corrective action requirements:

1. Incomplete Visitor Logs

Paper logs with missing checkout times, illegible entries, or unsigned escort fields. Assessors treat incomplete records as
potential unauthorized access.

2. No Escort Verification
Organizations assign escorts but have no mechanism to verify the escort actually accompanied the visitor.
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He-said-she-said doesn't satisfy 3.10.3.

3. Badge Reconciliation Gaps
Visitor badges issued but no systematic tracking of returns. Missing badges represent uncontrolled physical access
devices per 3.10.5.

4. No Screening Documentation
Visitors granted access without documented screening against restricted party lists. If an ITAR-controlled visitor slips
through, you have a DDTC reporting obligation.

5. Mutable Records
Spreadsheets and paper logs can be altered after the fact. Assessors expect tamper-evident records that demonstrate
data integrity per AU controls.

6. Missing Retention Compliance
Records destroyed before the retention period expires, or no documented retention policy. Federal records management
requires demonstrated custody chain.

7. No Multi-Site Consistency

Different visitor processes at each facility, making it impossible to demonstrate a unified security program across the
cleared facility estate.

os Building Defensible Evidence Packs

When DCSA arrives for a vulnerability assessment — or when DCMA requests documentation for a contract
compliance review — your visitor management system must produce evidence that proves consistent, compliant
operation over time. This is where most organizations discover their generic VMS is a liability rather than an asset.

What an Evidence Pack Must Contain

A defensible evidence pack for visitor management should include the following components, generated on demand for
any date range or site:

Screening Activity Report:
Complete record of every visitor screened, including match scores, risk levels, source attribution (which sanctions list
triggered the match), and final disposition.

Adjudication Summary:
Every screening that required human review, who reviewed it, what decision was made, time-to-decision SLA metrics,
and override justifications.

Visitor Activity Log:
Check-in/checkout records with timestamps, host information, escort assignments, badge numbers, and zone access
approvals.

Escort Enforcement Log:
Assignment records, status transitions, and completion confirmations. Failed escort checks that blocked visitor check-in.

Badge Management Record:

Issuance events with serial numbers, print job IDs, return confirmations, and reconciliation data.
Configuration Snapshot:

Point-in-time capture of screening thresholds, site security profiles, escort policies, and access zone definitions.

Source Health Report:

Sanctions list sync timestamps, record counts per source, and data freshness verification showing lists were current at
time of screening.
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Manifest with Checksums:
SHA-256 hashes for every file in the evidence pack, export job ID, operator identity, and generation timestamp.

Evidence Pack Templates

Pre-configured templates align evidence packs to specific assessment types: CMMC_AUDIT for C3PAO assessments,
DFARS_REVIEW for DCSA vulnerability assessments, ITAR_EAR_EXPORT for export control compliance reviews, and
CMMC_PE_VISITOR for physical evidence focused on visitor activity. Custom templates allow organizations to select
specific sections.

s  Immutable Audit Trail Architecture

NIST 800-171 control 3.3.1 requires audit logs that enable monitoring, analysis, investigation, and reporting. But
DFARS goes further — the expectation is that audit records are tamper-evident and cannot be modified after creation.
This is where spreadsheets, paper logs, and most generic visitor management systems fail.

Database-Enforced Immutability

SecurePoint USA implements immutable audit logging at the database level using PostgreSQL triggers that raise
exceptions on any UPDATE or DELETE operation against the audit_logs table. This is not application-level logic that
can be bypassed — it is enforced by the database engine itself.

Append-Only Storage:
Triggers (trg_audit_logs_no_update, trg_audit_logs_no_delete) prevent any modification to existing records. Even
service-role database access cannot alter audit history.

Row-Level Security:
RLS policies ensure each organization can only read its own audit records. Tenant isolation is enforced at query time via
the current_org() function.
SHA-256 Checksums:
Every audit export includes a content checksum in the X-Content-Checksum response header, enabling independent
verification of export integrity.
Archival System:
Aged records move to audit_logs_archive table for long-term retention without impacting operational query performance.
Change Tracking:

ITAR/CMMC-sensitive actions capture beforeState and afterState snapshots, providing a complete change history for
material modifications.

Audit Record Structure

Every audit record captures 20+ fields: organization_id, action (from categorized enum), target, site_id, actor_id,
actor_name, actor_email, actor_role, status (success/failure/pending/error), summary, metadata, details, ip_address,
user_agent, entity_type, entity_id, entity_name, data_classification ITAR_CONTROLLED, CUI, SENSITIVE,
STANDARD), compliance_tags, and request_id for end-to-end tracing.

oz 10-Year Retention & Legal Hold Strategy

Federal records management requirements for defense contractors vary by contract and classification level, but the safe
harbor standard is 10-year retention for all visitor management records. This includes visitor sessions, screening
results, adjudication decisions, badge events, escort records, and the complete audit trail.
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Retention Architecture

Tiered Storage:
Active records in primary database for fast query access. Aged records automatically migrated to archive tables with
identical schema and RLS protections.

Photo & ID Retention:
Configurable per-organization retention policies for biometric data (headshot photos) and identity documents (ID scans).
Estimated ~500KB per photo, ~1MB per ID document.

Legal Hold Capability:
Individual documents can be placed on legal hold by compliance managers, preventing retention policy deletion
regardless of age. Hold includes reason tracking and audit logging.

Retention Dashboard:
Super-admin visibility into photos_expiring_24h, photos_expired, ids_expiring_24h, ids_expired, and legal_holds counts
per organization.

Export & Portability

Audit records export in strict CSV format with ITAR/CMMC-compliant column headers including:
organization_legal_name, export_request_id, export_generated_at, record timestamps, actor identity fields, action
details, entity attribution, data_classification, and compliance_tags. Exports support filtering by date range, action type,
actor, role, status, site, and free-text search across up to 10,000 records per request.

s Multi-Tenant Isolation for Joint Ventures & Sub-Contractors

Defense contractors operating across multiple cleared facilities — or managing visitor programs for joint ventures and
sub-contractors — need demonstrable tenant isolation. A DCSA assessor must be confident that one facility cannot see
or modify another facility's visitor records, even if they share the same platform.

Row-Level Security:
Every table enforces organization_id = current_org() at the database level. No application code can bypass this — it is
enforced on every query by PostgreSQL's RLS engine.

Tenant Isolation Auditing:
Dedicated /api/admin/audit/tenant-isolation endpoint verifies no cross-org data leakage. Checks test accounts, multi-org
users, banned accounts, and JWT metadata alignment.

Per-Site Security Profiles:
Each site within an organization can have independent security profiles: itar_controlled, dcsa_high_security, or normal.
Policies cascade from organization defaults but can be overridden per facility.

Feature Flag Isolation:
Per-organization feature flags control capability availability. One facility can enable ITAR enforcement while another
operates under standard visitor policies.

0o 90-Day Audit Readiness Roadmap

Achieving DFARS audit readiness for visitor management is achievable in 90 days when approached systematically.
This roadmap prioritizes the highest-risk findings first and builds toward comprehensive evidence generation.

Phase 1. Foundation (Days 1-21)
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Deploy visitor management system with immutable audit logging enabled

Configure site security profiles matching facility clearance levels

Enable sanctions screening with appropriate list coverage (OFAC SDN minimum)

Establish escort enforcement policies per site classification

Import historical visitor data if available for continuity of records

Phase 2: Evidence Generation (Days 22-45)

Generate first evidence pack and review for completeness against NIST 800-171 PE controls

Verify audit log immutability with database-level trigger testing

Conduct badge reconciliation audit and establish return tracking procedures

Train front desk staff on escort assignment and verification workflows

Configure automated alerts for compliance officers on high-risk screening results

Phase 3: Validation (Days 46-70)

Run internal assessment using DCSA checklist against generated evidence packs

Verify SHA-256 checksums on exported audit records

Test tenant isolation with multi-org verification endpoint

Review screening adjudication records for completeness and timeliness

Confirm retention policies meet contract-specific requirements

Phase 4. Continuous Compliance (Days 71-90)

Establish monthly evidence pack generation schedule

Configure sanctions list freshness monitoring and sync alerts

Document standard operating procedures for visitor management

Brief FSO on evidence pack generation for assessment preparation
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Schedule quarterly self-assessments using DFARS_REVIEW evidence template

10 How SecurePoint USA Delivers Audit Readiness

SecurePoint USA was built for organizations where visitor management is a compliance requirement, not a
convenience feature. Our platform maps directly to NIST 800-171 controls and generates the specific evidence DCSA
and DCMA assessors expect.

Purpose-Built for Compliance:
19+ sanctions lists, composite fuzzy matching, OFAC 50% ownership analysis, Al-assisted adjudication — all generating
immutable audit evidence.

Evidence Pack Templates:
Pre-configured for CMMC_AUDIT, DFARS_REVIEW, ITAR_EAR_EXPORT, and CMMC_PE_VISITOR assessments.
One-click generation for any date range or site.

Database-Enforced Audit Immutability:
PostgreSQL triggers reject UPDATE and DELETE on the audit_logs table. The block is applied by the database engine,
not by application logic, so even service-role connections from within the platform are constrained.

Multi-Site, Multi-Tenant:
Row-level security, per-site security profiles, and a tenant-isolation audit endpoint for organizations managing multiple
cleared facilities.

10-Year Retention Pattern:
Tiered storage with legal hold, configurable retention policies, and automated archival to a long-term store.
Contract-specific retention obligations vary; verify with your contracting officer.

Government Credentials:

SAM.gov registered, CAGE code on file. SecurePoint USA does not currently represent itself as listed on a GSA
Schedule or as FedRAMP authorized — confirm any specific procurement vehicle requirement during scoping.
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src Sources & Notes

The references below are the primary sources used in this paper. They are listed for traceability and verification — they are not
endorsements, and SecurePoint USA does not represent any source as exhaustive. Confirm current text and guidance with
the source itself before relying on any citation.

[1]] DFARS 252.204-7012 — Safeguarding Covered Defense Information and Cyber Incident Reporting

https://lwww.acquisition.gov/dfars/252.204-7012-safeguarding-covered-defense-information-and-cyber-incident-reporting.
Primary contract clause that triggers the NIST 800-171 obligation discussed in this paper.

[2] NIST SP 800-171, Revision 2 — Protecting CUI in Nonfederal Systems and Organizations

https://csrc.nist.gov/publications/detail/sp/800-17 1/rev-2/final
Source for the PE (Physical Protection) and AU (Audit & Accountability) controls mapped in the paper.

[3] Defense Counterintelligence and Security Agency (DCSA) — Industrial Security

https://lwww.dcsa.mil/Industrial-Security/
Reference for DCSA Industrial Security Representatives and assessment expectations.

[4] NARA — Federal Records Management Guidance

https://www.archives.gov/records-mgmt
Reference for the retention discussion. Contract-specific retention requirements vary; verify against your contracting officer's

guidance.
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Ready for Your DCSA Assessment?

SecurePoint USA helps defense contractors build audit-ready
visitor-management evidence with immutable logs and multi-list screening.
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counsel, or other advisor familiar with your specific contracts, facilities, and obligations.

Regulatory citations, enforcement examples, and statistics reflect publicly available information believed to be accurate as of the "Last reviewed" date
on the cover page. Regulations and enforcement priorities change; consult primary sources before acting on anything in this document.

Statements about SecurePoint USA capabilities describe current product behavior, not a contractual commitment. Capability fit for any specific
environment must be confirmed during scoping.
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